3GPP TSG SA WG3 (Security) Meeting #86	S3- 170055
6-10 February 2017, Sophia Antipolis (France)	revision of S3-17xabc

Source:	Huawei, Hisilicon
Title:	Adding more details for SPCF
Document for:	Approval, Information, Discussion
Agenda Item:	8.4.2 Authentication
1	Decision/action requested
It is proposed to approve the pCR in the clause 4.
2	References
 [1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".
3	Rationale
Considering the security of access network and the service which is reflected by different UPFs should be taken into account in the next generation system, the selection function of UP security termination point should be added.
4	Detailed proposal
[bookmark: _Toc467572861]5.2.1.2	Authentication-related functions
In the following, four authentication-related functions in the core network are defined: 
-	Authentication Credential Repository and Processing Function (ARPF)
-	Authentication Server Function (AUSF) 
-	Security Anchor Function (SEAF)
-	Security Context Management Function (SCMF)The interaction of all four functions is required to provide authentication between the NG-UE and the NG 3GPP network. 
Authentication Credential Repository and Processing Function (ARPF)
This function stores the long-term security credentials used in authentication and executes any cryptographic algorithms that use the long-term security credentials as input. It also stores the (security-related part of the) subscriber profile. The ARPF shall reside in a secure environment in an operator’s Home Network or a 3rd party system, which is not exposed to unauthorized physical access. The ARPF interacts with the AUSF.
Examples:
-	Long term-security credentials include shared permanent secrets such as the key K in EPS AKA or EAP-AKA as well as public / private key pairs e.g in EAP-TLS.
-	In the case of AKA-based authentication (EPS AKA or EAP-AKA or EAP-AKA’), the ARPF generates the authentication vectors. The 4G-equivalent of the reference point between ARPF and AUSF in EPS would be SWx for non-3GPP access to the EPC, while it would be undefined for 3GPP access to the EPC as it would be HSS-internal.
Editor's Note: It is ffs whether authentication methods based on public-key mechanisms will be used in NextGen. 
Editor's Note: It is ffs whether the secure environment, in which the ARPF resides, shall be required to be tamper-resistant.  
Authentication Server Function (AUSF) 
An authentication function that interacts with the ARPF and terminates requests from the SEAF. The AUSF shall reside in a secure environment in an operator’s network or a 3rd party system, which is not exposed to unauthorized physical access.
An interface between AUSF and ARPF shall be defined. This will allow a configuration where those entities are not collocated.
Editor’s Note: The need for a standardized interface between AUSF and ARPF depends on SA3 and SA2 decision.
Examples: 
-	In the case of EAP-based authentication, the AUSF performs the function of the EAP server. In the case of EPS AKA, the AUSF is part of the functions that today are performed by the HSS; it could be compared to the function of an HSS frontend in 4G; HSS-internal reference points are not standardized today. 
-	In the case EPS AKA was adopted in NextGen, the comparison of RES and XRES would be done in the SEAF.
-	The AUSF may also assume the role of a AAA proxy that forwards authentication messages.
Security Anchor Function (SEAF)
An authentication function in the core network that interacts with the AUSF and the NG-UE and receives from the AUSF the intermediate key that was established as a result of the NG-UE authentication process. The SEAF also interacts with the Mobility Management (MM) function, e.g. during initial Attach, and with the SCMF. The SEAF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. In the roaming case, an SEAF resides in the visited network. The intermediate key sent to the SEAF in the visited network shall be specific to the visited network. 
Examples: 
-	In the case of EPS AKA, the SEAF receives the intermediate key KASME from the AUSF. In the case of EAP-based authentication, the SEAF takes the authenticator role from the point of view of the UE and the AUSF (*) and receives the intermediate key MSK from the AUSF. The 4G-equivalent of the SEAF  for non-3GPP access to the EPC resides in the ePDG for untrusted access, while the TWAN provides an example for trusted access.
-	(*) This formulation has been chosen deliberately: It is conceivable that a function between the NG-UE and the SEAF, e.g. a WLAN access point, believes to play the role of EAP authenticator and receive the MSK, while in fact it receives a key from the SEAF or SCMF derived from the MSK. This possibility is ffs.
Editor’s Note: It is ffs whether the SEAF can only reside in the visited network, or whether in addition, there may be scenarios where an SEAF resides in the visited network and another SEAF in the home network in case of roaming. A potential advantage of having the SEAF in the home network in the roaming case could be avoiding full re-authentication when the UE moves and the serving network changes; but this aspect is also ffs. 
NOTE: 	The key KASME in EPS AKA and the key MSK in EAP-AKA' are specific to the network, to which they are delivered.
Security Context Management Function (SCMF)
The SCMF receives a key from the SEAF that it uses to derive further (e.g., access-network specific) keys. The SCMF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. In the roaming case, the SCMF resides in the visited network.
Editor’s Note: It is ffs whether the SCMF is needed as a separate function or whether it can always be co-located with the SEAF. 
Editor’s Note: It is ffs whether an additional function needs to be defined that reflects the role of an ERP server in EAP.
NOTE: 	Nothing in the above definitions is meant to limit the deployments of these functions in a virtualised environment. The term "secure environment" does not necessarily imply tamper-resistance.
Security policy control function (SPCF) 
The SPCF negotiates provides the security policies policy based on service application applicable to security policy proceduresnegotiation e.g. UP protection negotiation. Security policy negotiation may be based on the following information: security capabilities of UE, security capabilities of network/network slice and security requirements policy based on service applicationof service. SPCF may distribute the security policies policy based on service application to the network entities (e.g. UP GWSMF, AMF) and/or to the UE. The SPCF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. The SPCF could be standalone or co-located with PCF other network elements, e.g. if the SPCF is co-located with PCF, the security policy based on service application can be retrieved via NG5 interface between the PCF and AF.SEAF.
Security policy based on service application may include as follows:
-	AUSF selection 
-	Confidentiality protection algorithm
-	Integrity protection algorithm
-	Key length
-	Key lifecycle
Examples:
-	In the case of UP protection and NAS Signalling protection negotiation, SPCF acts as security algorithm determination function. 
[bookmark: _GoBack]-     An AUSF or a UE may support one or more authentication protocols for different network slices. If a UE accesses to the network, SPCF selects an AUSF for the UE considering the UE's authentication capabilities and AUSFs’ authentication capabilities and security policy. If the UE's authentication capabilities include multiple authentication protocols, SPCF needs to select a protocol as well.
NOTE: 	From the security point of view, the security requirements from services would be different, for example, the security requirement from the critical communication could be different from video streaming.  
Editor’s note: It is FFS whether the SPCF should be standardized and needed to be centralized position.
Editor’s note: It is FFS where the SPCF is physically located.
